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Abstract:

The widespread adoption of smart healthcare systems and the use of 10T, cloud computing,
robotics, and Artificial Intelligence for pandemic data analysis, remote diagnostics, the use
of wireless medical devices, and public information services has introduced new
cybersecurity risks. The vast amount of personal data, including health information, makes
healthcare systems a prime target for cybercriminals who could exploit it for harassment and
fraudulent purposes. Additionally, the increased reliance on anytime, anywhere connectivity
creates vulnerabilities in wireless medical devices. Recent reports highlight these threats,
with examples including privacy breaches, ransomware attacks, and disruptions in
communication channels for medical devices. Such security breaches can erode patient
trust, cripple healthcare systems, and even endanger lives. This surge in usage and
integration of smart devices, often connected through healthcare apps, has also introduced
new cybersecurity concerns. To address these challenges, this paper reviews the recent
software-level security and privacy threats in smart healthcare systems, explores mitigation
techniques proposed in the literature, and discusses the vulnerabilities of medical devices
along with the service disruption in the communication channel, and the impact of
cybersecurity attacks on smart healthcare systems, and discusses the future challenges of
software security in smart healthcare.

Keywords: Smart Healthcare; Internet of Things; Cyber Security; Data Privacy;

Software Security.
1. Introduction

Recently, many smart healthcare systems have been proposed,
developed, and implemented in various hospitals around the globe [1].
The vision of smart healthcare has been introduced when loT is used in
supporting core functions of healthcare services, including smart beds,
patients’ smart tables, online access to your health record, and self-service
registration. Smart healthcare is highly efficient with various features that
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aim to maintain the interoperability of assets, to facilitate traditional hospital infrastructure, to ensure a
security and privacy layer on sensitive information, and usability of end-users, to add efficiency to
existing hospital processes [2]. Smart environments strictly depend on automated processes and
interconnected assets such as wearable devices, smart monitoring instruments, smart phones,
computers, and medical devices that smartly provide information, connect people and institutions
related to healthcare, and actively manage and respond to the smart healthcare environment in an
intelligent manner. However, loT-based medical devices are not protected from cybercriminals and
have proven to be a big threat to smart hospitals, such as patient monitoring, leakage of patient personal
information, and delays in the monitoring response of smart healthcare. Third-party failures, human
errors, and system breakdowns are considered threats to smart hospitals. These concerning risks and
vulnerabilities are handled by a mix of organizational and technological measures. The two factors
(organization and technology) are also combined to introduce new possibilities for inpatient care, like
remote medical treatment, enhanced patient security, smooth patient flow, increased
diagnostics/surgical capability, trustworthiness, and cyber-resilience [2]. However, the growing reliance
on ICT also brings new problems with it.

Securing patient data must be a top priority in healthcare. Healthcare systems store a wide range of
sensitive information, such as medication details, medical histories, and patient discharge records.
Nowadays, healthcare systems are mostly computerized, with data stored electronically, which
improves healthcare operations and facilitates information exchange [1]. As smart healthcare systems
are increasingly being implemented in hospitals worldwide, new security challenges have emerged.
One of them is data security and privacy. While these systems offer numerous benefits, they must be
equipped with robust security and privacy measures to protect patient data effectively.

Several smart healthcare software, like remote care systems, identification systems, networking
technology, and integrated clinical information systems, are available to explore. Among these clinical
information systems are software that can be used in the diagnostic laboratory, clinic, pharmacy, and
blood bank of the hospital. Interconnected clinical systems, along with medical equipment and
identification components, are used in smart hospitals to allow smart end-to-end patient care
procedures that are highly capable of making autonomous choices. Hence, all these require utmost
security and privacy. This review provides a comprehensive analysis of software security in healthcare
systems, focusing on the most common attacks identified in the literature. It aims to enhance the
understanding of mitigation techniques that can be employed to protect healthcare systems from data
breaches and cyberattacks. Additionally, this paper discusses the various types of security attacks,
vulnerabilities, challenges, and the mitigation strategies proposed in existing research.

2. Related Work

The healthcare sector is frequently highlighted for cybersecurity attacks, as suggested by reports
indicating an increase in the number of attacks, including medical identity theft and breaches of millions
of records [2], [3]. Lyn Coventry and Dawn Branley [4] conducted research by searching the PubMed
database for peer-reviewed articles from April 2012 to April 2018 using keywords such as "cyber
security" and "healthcare". This search initially retrieved 2,475 articles, which were further narrowed
down to 1,249 articles from 2014 to 2018. These articles highlight issues such as hacking, phishing,
and data breaches in healthcare settings. Software security and privacy attacks are events that can
grant unauthorized access to attackers, potentially leading to data breaches and causing damage to
software and its users. These malicious activities impact software security and privacy in various ways.
The healthcare sector has adopted new technologies but still relies on older versions of software,
making it more vulnerable to exploitation. Attacks such as hacking and malware can often go
undetected. Moreover, IT teams are unable to access the internal software of medical devices, relying
entirely on manufacturers to maintain device security.

Hematology, chemistry, immunology, and blood banking are just a few areas of laboratory science that
rely on laboratory information system (LIS) software. While LIS plays a vital role in various healthcare
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settings, its complexity can present challenges. When errors occur, significant effort is required to get
the system back up and running. Additionally, system growth necessitates ongoing updates and
employee training. Furthermore, current reporting systems often have limited data source options [5].
Most LIS systems are software-based and struggle to integrate data from other crucial healthcare
systems like pathology, payroll, and billing.

Despite the challenges of LIS, technology is revolutionizing healthcare delivery. Doctors now have
access to a range of user-friendly devices like digital ECGs (electrocardiograms), ventilators, and
wireless temperature monitors. Studies like the one conducted in Manhattan [5] show a high
smartphone usage among healthcare users, opening doors for mobile health applications.

These advancements allow doctors to remotely examine and diagnose patients, collect data more
efficiently, and potentially create a centralized system that connects various hospital devices. Such a
system would enable remote monitoring of operations and various lab tests. Laboratories can be further
optimized by allowing online test requests from doctors and online delivery of results. Touch-based
interfaces and smartphones can also improve time management and access to reports. However, the
increasing reliance on technology necessitates robust cybersecurity measures. Data breaches in
healthcare have been on the rise, with healthcare data being a prime target for cybercriminals due to
sensitive personal and healthcare information. Data breaches in the healthcare sector have been rising
since 2010, according to a report by HIPPA journal [6].

A lack of resource allocation for security in the healthcare sector, combined with insufficient funding,
can create system vulnerabilities that ultimately contribute to cyberattacks [7], [8]. The healthcare sector
is often targeted by cybercriminals, hacktivists, and political interests for financial or political gain, or to
expose its vulnerabilities. A summary of published literature on cybersecurity attacks is illustrated in
Table 1.

Table 1: Literature review related to cybersecurity attacks on smart healthcare systems

Year Author Name Title of Article Review and Limitations of Research

2023 | Elham Abdullah Al-
Qarni.

2022 | Ismail Keshta.

2021 | Khadija Abu Ali,
Sarah Al Younis.

Cybersecurity in
Healthcare: A
Review of Recent
Attacks and
Mitigation
Strategies [9]

Al-driven loT for
smart healthcare:
Security and
privacy issues
[10]

Cyber Security in
the Healthcare
Industry [11]

A cybersecurity attack can have a significant impact
on a patient's reputation, compromise patient data,
and lead to financial losses. Due to this, healthcare
institutions have a dire need for robust cybersecurity
measures. This article focuses on the steps required
to protect patient data and mitigate the effects of
system errors and other related issues.

In Smart healthcare system threats such as data
eavesdropping, confidentiality breaches, and Denial-
of-Service  (DoS)/Distributed  Denial-of-Service
(DDoS) attacks target Internet-of-things (loT)
components. and making privacy a major concern for
healthcare systems

This study suggests that Al-driven loT requires an
advanced and well-defined architecture to enhance
user privacy and security.

This paper reviews the existing literature, highlighting
that while healthcare has advanced, it has also
become more vulnerable to cyberattacks due to
primitive defense mechanisms. The risk of attacks
has increased due to the presence of valuable data.
No novel approach has been discussed.
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Nicole M.
Thomasian, Eli Y.
Adashi.

D. N. Mohan, S.
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S. T. Argaw et al.

Adil Hussain Seh,
Mohammad
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Mohammad
Zarour, Mamdouh
Alenezi, Md
Tarique Jamal
Ansairi, et al.

Shariq Aziz and
Arshad Ali.

Abbasi, Nasrullah,

and Derek A.
Smith.

Cybersecurity in
the Internet of
Medical Things
[12]

Cyber Security in
Healthcare [13]

Cybersecurity of
Hospitals:
Discussing the
challenges and
working towards
mitigating the
risks [14]

Healthcare Data
Breaches:
Insights and
Implications [15]

Ensuring data
integrity of
healthcare
information in the
era of digital
health [16]

loT Smart Health
Security Threats
[17]

Cybersecurity in
Healthcare:
Securing Patient
Health
Information
(PHI), HIPPA
compliance
framework, and
the
responsibilities of
healthcare
providers [18]

Systems’

The advancement in healthcare systems has made
patient data more vulnerable, requiring continuous
monitoring by cybersecurity personnel to detect new
attack methods and vulnerabilities. This paper
discusses novel threats and cybersecurity
regulations related to the Internet of Medical Things
(loMT).

Healthcare data is an easy target due to weak
defense mechanisms. Common cybersecurity
breaches include health information theft,
ransomware attacks on hospitals, and threats to
human life. This paper discusses these prevalent
security threats and data security issues.

When healthcare data is compromised, it poses a
risk to the psychological well-being of patients. It has
also been noted that data breaches have increased
since 2010. This research suggests that a risk-based
approach is urgently needed, starting with the
identification of risks and followed by proper risk
management.  Furthermore, no proper risk
assessment model has been consistently followed.

Between 2005 and 2019, 64% of Electronic Health
Records (EHRs) were compromised, with hacking
being the primary attack method. This study
suggests that preventive measures should be a top
priority for researchers, security experts, and
healthcare organizations. Relevant aspects should
be thoroughly examined, and further research is
warranted in several areas.

This paper addresses the digital health issue of data
breaches, referencing a HIPAA study that identifies
the 25 largest data breaches in the healthcare
industry. It demonstrates that hacking is the most
common cause of medical data breaches.

This study discusses cyberattacks such as Denial of
Service (DoS), snooping, routing attacks, sensor
attacks, and replay attacks on smart health
monitoring systems. It highlights how these attacks
can manipulate patient data and disrupt medical
services. The study also proposes potential solutions
to mitigate these cyber threats.

This study discusses cybersecurity issues like
hacking, phishing, and data breaches, specifically in
the healthcare setting, organizational practices, and
health technology development. Also, emphasize the
need for awareness and actions at multiple levels.
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In 2023, the healthcare industry experienced a distressing milestone, as it reported 725 significant
security breaches to the Department of Health and Human Services (HHS) Office for Civil Rights (OCR).
This surpassed the previous year's record of 720 breaches. Unfortunately, this trend of increasing
security breaches has been ongoing, with only a brief respite in 2015. However, there is a glimmer of
hope, as the rate of increase seems to be slowing down. It is possible that in 2024, the healthcare
industry may finally begin to reverse this troubling trend.

3. Common Software Security Threats
3.1. Malware and Phishing Attempts

Malware and phishing attacks pose a significant threat to healthcare systems. Often installed through
malicious scripts or stolen login credentials, they can compromise the entire network. A key challenge
with malware is that a seemingly harmless connection can introduce malicious activity. These scams
often involve emails requesting information, granting hackers access upon submission. One frequent
scam involves receiving emails from websites requesting information. If people submit this information,
hackers can access it and get into the system. One of the cases has been reported in Hancock Regional
Hospital (United States). It is a small hospital with 71 beds in Greenfield, Indiana, founded in 1951. On
11 January 2018, a malware named SamSam [19] attacked this hospital and targeted their emergency
IT backup system server and circulated via electronic connections between the backup site, located
miles from the main campus, and the server farm at the hospital [20]. Later, it was discovered that
backup files from many systems had been permanently corrupted, apart from electronic medical record
backup files. The attack was conducted with the help of Microsoft's Remote Desktop Protocol (RDP).
Educating employees to recognize phishing attempts is crucial.

3.2. Vendors

Due to a lack of upfront security considerations by many vendors selling products to the healthcare
industry [21], securing all access points to computer systems becomes a challenge. While regular
system maintenance is crucial, it can introduce vulnerabilities if the hardware vendor's administrative
account remains accessible and unguarded. Hackers can exploit this very access to launch attacks.

3.3. Unsecured Mobile Devices

Mobile logins in healthcare facilities present a significant security challenge. Unlike traditional login
methods, they often lack inherent security features on the user device itself. This makes it vulnerable,
which is easily exploitable by many hackers. Sensitive information such as passwords and network
credentials can be exposed, potentially granting unauthorized access to healthcare systems. To
mitigate these risks, healthcare organizations must implement robust security protocols. These may
include strong password requirements, multi-factor authentication, and device management policies. A
complete ban on user devices, however, might be overly restrictive and hinder workflow.

3.4. Unrestricted Access to Computers

Unrestricted computers pose a significant security risk in healthcare settings where they are connected
to a network containing sensitive patient information. These readily accessible devices can be exploited
by unauthorized personnel or hackers. Phishing attempts on these computers can act as a gateway,
granting access to the more secure areas of the network. This involves implementing access controls
to restrict who can use specific computers and ensuring patient information is stored in secure,
designated locations.
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4. Data Breaches and Cyber Attacks in Smart Healthcare Systems

For modeling software security and privacy attacks in healthcare systems, various software tools and
hardware platforms are used for experimentation. The choice of tools and platforms often depends on
the specific needs of the research. Hardware platforms such as loT devices, network equipment,
computers, and servers can be employed for testing purposes. loT devices like smart medical sensors,
health monitors, and smart infusion pumps can be used to simulate real-world healthcare environments.
Computers can be utilized for performing simulations, conducting security tests, and mimicking the
healthcare IT infrastructure.

Numerous software tools are available to assist in experimentation. These include security testing tools,
simulators and emulators, network analyzers, and custom security frameworks. Some examples
include:

= Security Testing Tools: Tools like Burp Suite and Nessus can be used to scan for
vulnerabilities, perform penetration testing, and identify weaknesses in software systems.

= Network Analyzers: Wireshark can help analyze network traffic, track activities, and detect
potential data breaches.

= Simulators and Emulators: Tools like GNS3 and Packet Tracer provide simulated
environments for network experiments.

= Custom Security Frameworks: These frameworks are often designed by researchers or
adapted from existing standards to meet the specific needs of healthcare software testing [22].

Despite the growing adoption of electronic health records (EHRs), cybersecurity considerations often
lag. Behind this critical gap lies healthcare systems vulnerable to devastating cyberattacks. A 2017
report [23] documented the sale of Australians' health records on the dark web [24]. Ransom attacks
have also crippled hospitals in the UK's NHS and the US [25]. These incidents (see Figure 1)
demonstrated the potential for cyberattacks to paralyze entire healthcare systems [26].

Users spammed messages with
archived attachment

'

Attachment is downloader malware
that connects URLs hosting the crypto -1
ransomware

The crypto ransomware download on
the computer

'

Files in connected computers are now
encrypted

A ransom message will be displayed
showing starting and deadline to send |-

amount

Victim must use Tor browser to pay
amount in crypto-currency

Figure 1: Ransomware attack scenario

The evolving healthcare industry increasingly relies on interconnected devices, creating a vast network
with a growing number of potential cyber vulnerabilities. These record-breaking levels of connectivity
introduce multiple entry points for attackers, as shown in Figure 2, making data like that shown in Figure
1 more likely to go unnoticed. Even before the digital age, privacy breaches were a concern, and a
single data leak can impact millions [27]. A recent survey highlights that a significant portion of
healthcare breaches occur within business associates [26]. In conclusion, the rise of interconnected
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Attacker scan the web to find
vulnerabilities

Attacker find a vulnerability within the > Attacker locates additional server and
Equifax dispute portal server Login credentials

:

g Attacker are able to remain hidden
while maintaining its presence

Attacker slowly extracts databases in
small increment to avoid detetction

Figure 2: Theft of data

devices necessitate increased investment in cybersecurity measures to safeguard healthcare
equipment and patient data.

A staggering number of data breaches plagued various industries between 2005 and 2019, with over
10 billion records compromised across sectors like healthcare (MED), business services (BSF &BSO),
education (EDU), and government (GOV) [28], [15]. The healthcare industry stands out as the most
affected, suffering & staggering 3,912 documented breaches and accounting for a concerning 43.38%
of all compromised data during this period. Hacking (HACK) was the primary culprit behind these
breaches, compromising over 64% of healthcare data in 2019. This reliance on hacking has grown even
more worrisome in recent years, with hacking attacks responsible for over 92% of exposed data
between 2015 and 2019. While hacking dominated, other breach types like physical access (PHYS)
and lost or stolen devices (PORT) also played a role, contributing 14.39 % and 9.51% of compromised
healthcare data, respectively [28], [15].

Attacker performs reconnaissance
attack

User receive an email with PDF file
attachment supposedly from hospital

> User opens attached file which
execute malware

supplier
Malware send stolen data to a remote g Malware steal user’s credentials and
user sensitive data

Figure 3: Hacking of a healthcare system

A study analyzing the 25 largest healthcare data breaches over the past decade reveals hacking (see
Figure 3) as the most prevalent attack method according to HIPAA data [6]. This finding is particularly
concerning because healthcare organizations may be underestimating the true prevalence of hacking
incidents. The low reported percentage of hacking attempts might be due to a lack of detection in
previous years, suggesting that historical data may not fully capture the current threat landscape.
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Table 2 summarizes the recent cyberattacks on healthcare data, potentially including data integrity
issues.

Table 2: Summary of recent attacks on software security in healthcare systems

Year Name of Attack Impact of an attack on System Security and Privacy

2024 Ransomware [29], [30] Ransomware attacks have targeted healthcare providers and
had a severe impact on patient care and data security.

2023 Ransomware/Phishing [31], | According to the report, ransomware attacks mostly begin by
[32] using phishing and exploiting vulnerabilities.
Reports indicate a 94% increase in ransomware attacks on
healthcare organizations from 2021 to 2022.

2022 Ransomware/Data breach Ransomware remained a predominant threat in 2022, with
[33] over 51 million records compromised across 701 data
breaches, marking a 13.1% increase in breached records
compared to previous years.

2021 Ransomware [6] In 2021, ransomware attacks increased by 94% compared to
the previous year.
2020 Ransomware [34], [35] Recently, in October 2020, Eddy and Perlrotha reported on a

ransomware cyber-attack that resulted in a patient's death.

2019 Hacking [26] Exposing the data of 25 million patients. Health data was
compromised.

2018 Malware [27], [36] Malware targeted the three-tiered IT backup system server
of Hancock Regional Hospital. The malware was likely
released through an electronic connection between the
backup sites at the main campus and the server located at
the hospital itself.

2017 Ransomware Wanna-Cry The Wanna-Cry ransomware attack, which infected over
[24], [37] 300,000 computers, demanded ransom payments in Bitcoin.
It brings the US hospitals' health care system to a standstill.

2017 Ransomware [38], [39] Unique health records of Australians have been kept for sale
on the dark web.

2016 Social Engineering [40], The hospital immediately shut down all its servers and
[41] computers to protect the overall systems.

The rapid adoption of electronic health records (EHRs) has revolutionized healthcare delivery and
improved clinical outcomes. However, this progress has been accompanied by a growing concern about
data security. Healthcare data is a goldmine for cybercriminals due to its sensitive nature and the
potential for financial gain. Breaches involving stolen health information (see Table 2), ransomware
attacks crippling hospitals, and even assaults on implanted devices can all erode patient trust and
endanger lives. This is why cybersecurity is paramount to patient safety. Fortunately, new regulations
and policies are emerging to drive positive change. However, a truly inclusive solution requires a multi-
pronged approach that involves technological advancements, updated procedures and practices, and
changes in human behavior.

5. Mitigating Data Security Challenges
After COVID-19, the need to adopt smart healthcare became essential in the healthcare sector, and it

faces challenges of cybersecurity, which impact patient data security and privacy. To ensure patient
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data security, it is crucial to develop and promote a culture of cybersecurity awareness for healthcare
staff alongside implementing standard data security procedures [42]. Interactive training on
understanding cybersecurity and privacy, and regular communication, is crucial for healthcare staff
working at all levels. These sessions empower healthcare staff to understand, identify, and mitigate
cyber threats impacting patient data and privacy. Moreover, standard security protocols need to be
implemented for both physical and virtual technological assets of healthcare. To assess their
effectiveness, these protocols should be regularly audited and tested. Several measures are required
to strengthen these protocols, including:

= Implementing access control to restrict unauthorized access.

= Use of intrusion detection and prevention systems to monitor healthcare network traffic.

*» Transmitting data using VPNs and up-to-date healthcare software.

= Device firmware and conducting regular penetration testing to proactively identify and address
security vulnerabilities of healthcare services and systems.

While managing these processes can be complex, partnering with a specialized external security
agency can offer comprehensive solutions and ongoing support. This frees healthcare employees to
focus on their core competence. Whereas cyber-attacks, which can be mitigated by these measures,
are discussed in Table 3 below.

Table 3: Cyber-attacks and their mitigation measures

Cyber—Attack Mitigation Measure

Phishing Attack, Social Implementing access control to restrict unauthorized access,
Engineering, and Brute Force

Network Intrusion and DDoS, | Use of intrusion detection and prevention systems to monitor
Hacking, Ransomware healthcare network traffic

Man-in-the-Middle Attack and | Transmitting of data using VPNs, up-to-date healthcare software
Eavesdropping

Hacking Device firmware and conducting regular penetration testing to
proactively identify and address security vulnerabilities of

Ransomware .
healthcare services and systems.

6. Conclusion

The healthcare dependence on electronic healthcare records has increased with the emergence of new
technologies. Moreover, healthcare systems' round-the-clock connectivity made it a prime target for
cybercriminals. Regulations like HIPPA have become more widespread, and as healthcare data has
moved online, vulnerabilities in healthcare systems have grown. A 2011 Redspin report highlights this
concern, revealing that nearly 19 million patients were affected by breaches that year, with business
associates responsible for a significant portion (59%). These breaches were not only caused by
malicious actors but also by accidental losses or theft of devices such as laptops, which pose a serious
threat. Cybersecurity vulnerabilities of healthcare systems have been extending beyond stolen patient
data. Breaches of networked laboratory equipment and facility controls can be sensitive due to scientific
and business data, intellectual property, and even physical security. Cyber-attacks can have severe
consequences, including financial losses, reputational damage, and disruptions to critical services.
Denial-of-service attacks, virus outbreaks, and unauthorized access to sensitive information can
jeopardize a healthcare organization's sustainability. This review emphasizes the critical need for robust
cybersecurity measures in healthcare and discusses its mitigating challenges.
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Many breaches occur due to inadequate security procedures and a lack of awareness of vulnerabilities
within organizations. Healthcare data is highly susceptible to attack, and healthcare organizations must
prioritize data security to protect patients, finances, and reputations.
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